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You take precautions
against theft of
physical assets...

You make sure
stock is controlled...

You check your bank
statements reqularly...
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But have
you thought about
that other asset, the
information stored
in your IT systems?

How easy would it
be to corrupt, copy
or destroy?

What is ISO/IEC 270017

Conform to BS7799-2:2002 in
accordance with ISO/IEC 27001
(formerly ISO/IEC 17799)
guidance. ISO/IEC 27001:2000 is
a guidance document which
identifies, manages and minimises
a range of threats to business I
information. It provides guidelines 5
for implementing a constructive
risk management process, setting
up policies and ensuring a secure
infrastructure is in place.
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Working on the same principle as the ISO standards, ISO/IEC
27001 follows the successful Plan-Do-Check-Act model. Existing
systems are incorporated.

Companies which hold the ISO/IEC 27001 Standard are
proclaiming that they have taken all reasonable measures to
minimise risks and prevent unauthorised use of both company
and customers' data.

How can IMSM help?

i Established for 10

years, IMSM adds value
to businesses around
the world through
management systems
leading to ISO and
other internationally
recognised standards.

Experienced and qualified assessors work with your existing
procedures, developing them to conform to the ISO/IEC 27001
Standard. IMSM will help you write the policy, plan the actions
required and document them accurately.

You only pay a fixed fee, based on number of employees, for easier
budgeting. Fees include preparation of manuals and certification
audit by QAS International. Fast track programme, to suit your
business needs.

How can ISO/IEC 27001:2000
help your husiness?

® Provides preventative measures to protect your
clients' confidential data

¢ Demonstrates to customers and prospects that you
are observing a duty of care

e |dentifies areas of potential loss and sets up
preventative action

® Reduces the likelihood of delays and down-time
® Protects your intellectual property

e Staff are aware of their individual responsibilities
® Provides a framework for legal compliance

e Continuous improvement built-in

How does it work?

IMSM's Assessors help to objectively assess risks and
draw up an 11-point Action Plan which covers:

1 Security policy

Security organisation

Asset classification and control

Personnel security

Physical and environmental security
Communications and operations management
Access control

Systems development and maintenance
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Incident management / continuous improvement
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Business continuity management
11 Compliance

Comprehensive Manuals are prepared and a Certification
Audit is carried out by an Independent Certification Body.



